1988? :

Having seen an article (NYT Oct 12, 1988) on Nixdorf's "Voting Machine of the
Future", I made some inquiries which yielded the following.  The information
is probably not proprietary, but please don't redistribute it without my
permission.  The information below is based on casual conversation and
contains errors.

There is a Federal Election Commission which promulgates standards for voting
machines.  NBS and MIL STD 810 are somehow involved.  There is a meeting soon
where new voting booth regulations/criteria will be established.  The
criteria will cover computerized versions, access by handicapped persons,....

Nixdorf's system:

PC/AT based.  No keyboard.  Stripped-down MSDOS built from Nixdorf source.
Hardware version and software version go into escrow for a given election.
Normal Software QA includes system build process.  THere is an "ITA"
(Independent Test Auditor) who verifies the system, doing in excess of 7000
ballots and photographing the tests.  Cabinet alarmed but alarm will not
sound without power.  City or State normally apply mechnical seals to the
cabinet.  There is a kInd of ignition key which has a 64 bit security code
(password) unique to the city in which the machine is used. The key also has
a usage count (how many times the voting machine has been made ready).  The
clearing of memory is not up to NSA specs.  An individual timestamped ballot
is stored in 3 locations plus a temporary location.  Checksums (the algorithm
is not keyed) are used for integrity.  Cabinet door is locked and generates a
timestamp audit record of some sort when opened.  Nixdorf seems to be almost
totally unaware of the TCSEC. [Trusted Computer System Evaluation Criteria]
Nixdorf's competition:

Sequoia, "Shoop", BRC. All apparently use a tablet having pressure switches
with a mylar overlay.  Simpler than a truly "computerized" system like
Nixdorf's.

The Nixdorf/New York City System (1992?):

Voter Registration is already computerized.  There will be three stages on
future election days.  The first is the Voting Machine described above.  The
Voting Machine results are impounded for 30 days, 90 if the election is
contested.  Upon poll closing the Voting Machine outputs a nonvolatile memory
which is carried to a Tallying Station, also PC/AT based.  (In LA, the
individual Voting Machine results can be telecommunicated to the Tallying
Station.)  The Tallying Station outputs a non-volatile memory which is
carried to a Back Office System which computes an Unofficial Official Result.

Election Laws/Requirements:

No Individual ballot may be tied back to the person who originated it.
But it must be possible to recreate every ballot in case the results are
challenged.  Partial/Incremental results must not be inferrable.  Election
results must be available within a couple of hours of poll closing.

Contacts/Players:

Penelope Bonsall FEC (202)-376-5670

Ray Kuschell  Nixdorf Voting Machine Principal 617-273-0480

Bob Nolte

"George Brent"  of Georgetown (or Georgia Tech!):  Expert on Election Security.

SRI International: consultant for recent new York City Voting Machine


acquisition.

Bottom Line:

I don't know.  Most of this was new to me.  Something here for MITRE?  CSD?
Ray Kushell, source of most of the above, seemed willing to meet to share info
on our INFOSEC vis-a-vis his VoteSec.


-Fred

From db Wed Aug 16 09:07:51 1989
Return-Path: <db>
Date: Tue, 15 Aug 89 14:09:58 edt
From: db (Deborah J. Bodeau)
To: fnc
Subject: Computerized voting


Fred --

I found this in comp.risks and thought you might be interested.

-- Deb

----------------------------------------------------------------------

Date: 14 Aug 89 08:02:12 PDT (Monday)
>From: Rodney Hoffman <Hoffman.ElSegundo@Xerox.com>
Subject: California to escrow electronic vote counting software

Edited excerpts from an article by William Trombley in the 'Los Angeles
Times' 14-Aug-89:

A new law which takes effect Jan. 1, 1990, requires California counties to
place the source code of their vote-counting computer programs in escrow so
they can be checked by independent experts in case of disputed results.
The law is a partial response to increasing criticism that electronic vote
tabulation sometimes is inaccurate and is vulnerable to tampering because
of lax security.

The California secretary of state will approve escrow facilities and will
determine what material should be placed in escrow and under what
circumstances the source codes should be made accessible to investigators.
The escrow plan also allows election officials access to the codes should
the companies that produce the software go out of business or stop selling
that particular product, as has happened in several states.

California's new law coincides with efforts by the National Clearinghouse
for Election Administration, an arm of the Federal Election Commission, to
produce voluntary state standards for computerized elections.  The federal
standards, published in the Federal Register last week, also call for
putting source codes in escrow.  So far, Texas, New York and a few other
states have laws similar to California's.

Reactions to the new law vary:

Tom Diebold, president of DFM Associates, one election system vendor: "The
problem with escrow is that it makes it easier for someone who wants to
manipulate an election to get their hands on the source code."

Lester Jaspovice, V.P. and corporate counsel for Sequoia Pacific Systems,
another vendor:  "My company doesn't like it, but, as an attorney, I think
it's a good idea.  It provides a virgin copy of the code that the court can
call on in case of a dispute."

Howard Strauss, Princeton University computer scientist and member of
Election Watch:  If the source code in escrow differs from the one used to
count votes, "then you know something's wrong.  But if they're the same, it
doesn't tell you anything because they could both contain the same
mistakes."  Strauss also doubted that the law would protect against a
company going out of business or losing its top scientific talent.  "The
idea is that these escrow facilities will have technical people who can
read this stuff, but some of it is so badly written that, even after months
of work, you wouldn't know what it was all about."

Crew Deer, V.P. of Data Securities International, a computer software
escrow company:  "If the code has a bug in it, it will show up on both the
original and the copy, but that's good because you at least know it's a
technical problem and nobody has been tampering."  According to Deer, the
escrow fees for vote-counting source code might be about $1500 plus
$1000/year after that.  If a result is challenged and a detailed
verification process is carried out, the cost could be as much as $30,000.

Several critics said the new law does nothing to correct what they consider
to be the major flaw in computerized elections -- the presence of poorly
trained, underpaid election workers who do not understand the computerized
equipment they are using to count votes.

  [For the record, on July 2, 3, and 4, the 'Los Angeles Times' ran a very
  lengthy series by William Trombley on computers and vote counting.  Nothing
  new, but a fair summary of past troubles, present systems, and suggested
  changes.

  It includes quotes from many election officials, computer scientists, and
  statisticians.  Among those cited are RISKS contributors Gary Chapman and
  Marc Rotenberg of Computer Professionals for Social Responsibility, Lance
  Hoffman of George Washington University, Willis Ware of RAND, and RISKS
  moderator Peter Neumann.  (See RISKS 7.52 and 7.70 for references to past
  reports on the subject.)]




Date: Thu, 15 Nov 90 11:58:24 EST

From: li@diomedes.UUCP (Li Gong)

Subject: Re: Voting electronically from home (revisited)

John Roe (in RISKS DIGEST 10.60) quoted a report that "A Boulder CO group has
rediscovered Bucky Fuller's 50-year-old suggestion that everyone should be able
to vote telephonically from home or wherever."  and raised a few risks in the
proposed scheme.  He also pointed out that "The current system is NOT based on
honesty: it is based on physical security.  If it is sufficiently hard for the
same person to vote multiple times, voter fraud can be reduced to acceptable
levels (but not eliminated, of course)."

I would like to add that the current system not only provides physical security
of identification, but also physical security against harassment.  Nobody else
is allowed to go into the booth when a voter, say Alice, is voting inside.  On
the one hand, this gives Alice privacy; on the other, she can vote according to
her own will.  Moreover, since this individual vote is among maybe a billion
other votes, no ordinary person could find out for whom Alice has voted.  This
potentially discourage "buying" votes with money or menace, because it is
difficult (if not impossible) to "physically" influence a voter at voting time
and/or to verify a voter's vote afterwards.

In any trivial scheme such as voting with SSN over a phone line, all these good
features disappear.  Professor David Wheeler (my PhD thesis supervisor at
Cambridge) and I once worked on a voting scheme that supports these features
and also allows voting by phone or post.  This effort, together with a
generalization of the idea into a notion of "zero-knowledge transactions", is
still in progress (I hope :-).

Li Gong, ORA Corporation, Ithaca,

Date:  Sat, 8 Dec 90 16:23 EST

From: WHMurray.Catwalk@DOCKMASTER.NCSC.MIL

Subject:  Telephone Voting

>One risk that I don't think I saw mentioned in the discussion of
>"Dial-A-Vote" systems relates to the identity of voters.

To the contrary, it has been dealt with ad nauseam, usually erroneously.

>Such a system, by definition,  would need to know the identity of each caller
>to check registration and avoid duplications.

This statement is patently false.  While an identity-based system would be
one way to accomplish these objectives, a voucher system would serve just as
well.  Such voucher systems are well described in the literature, but the
same issue of RISKS which carried the above assertion, contained two
descriptions of such systems for voting by mail.

The problem of disassociating the vote from its origin, i.e. location of the

phone, is much more resistant to solution.

All voting systems are subject to abuse, not the least are those systems
currently in use.  All voting systems have some problems of equity.  In
many of our current systems, these problems were deliberately engineered
in for political motives.  These problems resist solution precisely
because any change will shift the political balance, however slightly.

To the extent that we can move to systems that are more secure, more
equitable, and more economic, we should do so.  Such systems clearly
exist.  My personal preference is for more equity.  While I have
difficulty in believing that any new system can be any more subject to
abuse than most of those in use, I would be prepared to sacrifice some
security for more equity, as long as the lower security would not result
in a loss of confidence in the results. 

Any new systems and the move to them will be fraught with problems.
Much dialogue will have to precede any such moves.  However, over-stating the
problems of the new systems, preferring the faults of the old ones, and
pandering to the fears of the ignorant are not productive.  

William Hugh Murray, Executive Consultant, Information System Security
21 Locust Avenue, Suite 2D, New Canaan, Connecticut 06840   203 966 4769

------------------------------

Date: Wed, 19 Dec 90 09:39:00 EDT

From: Jerry Leichter <leichter@lrw.com>

Subject: Voting Technology

William Plummer asks about cryptographic technology for implementing secure
voting.  (He also includes a long ramble about weighting voting by amount of
taxes paid, a social and political issue that is completely independent of
the technology used to implement elections.)

There are, in fact, algorithms to implement such votes.  There are some very
general algorithms allowing groups of mutually-distrustful people to reach a
common decision.  (One way such problems get posed in the theory community is
as follows:  The members of a millionaire's club are curious as to which of
them is the wealthiest.  However, they are also jealous of their privacy, so
none is willing to reveal his actual wealth to any of the others.  Devise an
algorithm which will indicate which of them is the wealthiest, but which will
reveal no other information about their wealth to anyone.  Solutions to this
problem exist.  They are quite non-trivial!)

An algorithm designed specifically for voting was described in Josh Benaloh's
PhD thesis.  (Yale, 1987 or 88 I think.)  In Benaloh's basic algorithm, we
assume a central government and a public, broadcast network.  People vote by
posting various encrypted messages on the network.  The protocol provides two
guarantees:  No voter can determine another voter's vote; the government
cannot fake the outcome (i.e., any voter can look at the published data and,
if the government cheated, determine that fact).

In the basic algorithm, the government can read anyone's vote.  From this
basic algorithm, Benaloh goes on to show how to get by without a trusted
government - essentially, one can split the government's responsibilities up
among a number of independent agents in such a way that only the collusion of
ALL the agents would allow a vote to be read.  (The idea is that you would
choose to do your voting through the Democratic, Republican, and Libertarian
Party clearing-houses, plus for good measure the ACLU and the NRA, figuring
that if ALL of them are allied against you, there's not much point in worrying
about trivialities like vote privacy.)

Finally, Benaloh shows how to construct an election which reveals only the
minimum of information:  Who won, but nothing at all about the vote totals.

Again, the techniques involved are mathematically quite sophisticated.  (They
are closely related to RSA, but not identical to it.)  They are all "efficient"
in the theoretician's sense (polynomial time), but not (yet?) practical for a
real, large election.

If you want further information, at last word mail to benaloh@cs.yale.edu was
still being forwarded.

                                                        -- Jerry

------------------------------

Date: Thu, 11 Apr 91 23:12:39 EDT

From: Terry Gauchat <trgauchat@tiger.waterloo.edu>

Subject: Computerized Vote Tallying report

  [Terry sent me a rather long term paper on the subject of computerized vote
  tallying, which I have edited for net use.  Those of you with a burning
  interest in the subject may find it useful.  The original is available from
  him, and my slightly edited version can be obtained from the CRVAX.SRI.COM
  archive, as CD RISKS: and GET GAUCHAT.VOTING .  Apparently his net address
  is about to change, however, so I hope he will advise us when it does. PGN]
    (PLEASE REMEMBER THE COLON IS ESSENTIAL.  I KEEP GETTING COMPLAINTS THAT
    FTP DOES NOT WORK, MOST OF WHICH ARE DUE TO IGNORED COLONS.  OTHERS ARE
    DUE TO LOCAL FTP VARIANTS...  AND IF YOU DON'T LIKE "CD RISKS:", you may
    happily type "cd sys$user2:[risks]" instead, courtesy of VMS.  PGN)

Date: Wed, 29 May 1991 14:17:27 EDT

From: SALTMAN@ECF.NCSL.NIST.GOV

Subject: Vote-by-Phone - Promises and Pitfalls

   [Moderator's note: Roy is not a regular RISKS Reader, but is one of the
   world's most honored watch-ers of electronic voting.  He asked for some
   feedback on this, so the RISKS Forum seemed like an ideal place for him to
   find some knowledgeable and interested sources of feedback.  You may respond
   to him directly.  If you think your response would be of general interest to
   RISKSers, then please CC: RISKS as well.  PGN]

Vote-by-Phone - Promises and Pitfalls

Roy G. Saltman, National Institute of Standards and Technology

> In Pasadena, we used the (sigh!) Hollerith Card voting system ....

> In Connecticut, we now use voting machines.  These inspire a lot less

> confidence for me.

See Papers by Roy Saltman, Lance Hoffman, Howard Strauss and myself on the
problems with both of these systems.  Ron Dugger had an article in the New
Yorker, and Eva Waskell has written several articles.  Send me personal mail if
you'd like to see a more complete bib.

> I am sure that an electronic interface, based perhaps on ATM technology,
> could be developed to handle the authentication and the logical details of
> voting.

It already has been developed.  They are called Direct Recording Electronic
(DRE) machines.  The current crop suffers from many of your mechanical
complaints.  A carefully designed second generation of these machines would
ease many of our vote counting worries.

- Erik Nilsson erikn@boa.MITRON.TEK.COM

7/26/91

I[Fred Chase]  just spoke with Penelope Bonsall, Director of the National Clearinghouse on Election aAdministration.

I got her by calling 1-202-376-5140 (FEC) and asking about voting systems.

She is member of a technical panel which will meet next week in San Antonio  with the National Association of State Election Directors (NASED).

She indicated that the main responsibility for election administration and therefore evaluation of voting systems is at the state level.

She said (I think) that the national trade association of voting system manufacturers won’t support certification of voting systems through their trade organization (NIT?).  She mentioned a National Voluntary Evaluation Laboratory.  The Federal Election Commission (FEC) had delegated to Penelope the job of writing a Procedure to Screen Test Authorities.  As I understand it, a test authority is an organization competent to certify a voting system.  She is now beginning to maintain a list of candidate test authorities which would/could be screened by the states for the job of a state’s acquisition/certification of a voting system.  I said I’d send her a letter asking that MITRE be added to the list.


July 26, 1991


LetterNoHere

National Clearing House on Election Administration

Penelope Bonsall, Director

Federal Election Commission

U.S. Government

Washington, D.C. 20463

Re: Voting Systems

Dear Ms. Bonsall:

Enclosed is the material I mentioned to you which I found circulating on the internet recently.  It is as I found it and has not undergone any MITRE review, so please take it for whatever it’s worth.

The MITRE Corporation has for many years been deeply involved in the engineering and evaluation of computer security.  Indeed, the Trusted Computer System Evaluation Criteria now in use by the the National Computer Security Center was drafted by the predecessor department of what is now the Bedford Information Security Center.  These and related criteria address security policy (both secrecy and integrity), accountability, assurance, and documentation.

It appears clear that voting systems for elections, particularly of the direct recording electronic variety, and secure systems as engineered for DoD and industry use have many similar requirements.  I will look forward to receiving the copy of “Voting System Standards” and I would like the MITRE Bedford Information Security Center, with myself as point of contact, to be added to your list of candidate test authorities.for certification of voting systems.

Sincerely,

Frederick N. Chase

Group Leader...................

InitialsHere

Enclosure

cc:
ccNamesHere

bcc:
NamesHere

On 3/11/92 I spoke with Henry (Deck) Dellicker.  turns out that he had been the hardware design manager for the DRE voting machine project.  He says Ray Kushell lives/lived in Woburn. Number was 935-3815.  Said Nixdorf was out of the business.  Said Venezuelan Government was recently interested.

  -FNC
5/5/92

Called Ray Kushell at home. 935-3815.

He spoke of "my new design".

Has two real designs (prototyped). 

and a third, pen based, with the concept done.

Big proto is 45 lb.

The other is image scanning system which

scans in paper ballots.

(Most are mark sensing).

Worked for 10 yrs in

instrumentation lab now Draper labs.

Jamaica fingerprinting.

K-Technology Resources, Inc. inc in NH.

Business plan in Mass.

Also developed a 3700*1750 pixel monitor.

Dot size 4.5 mils.

  -FNC
June 2, 1992 Drafted the following.  Harriet said maybe see Ed Bensley

A voting system is a combination of equipment used to cast and count votes.  The two major categories of voting systems are punchcard or marksense systems  one the one hand and direct recording electronic (DRE) voting systems on the other. Voting systems are now used in 3/4-1% of US elections.  Although the Federal Election Commission is chartered at the national level, conduct and financing of elections is the responsibility of individual states.  The FEC has developed voting system standards and has a plan for implementing them.  This plan identifies a need for independent testing authorities.  MITRE has been proposed as a candidate independent testing authority. (See attached letter: G117-L-115, 29 July 1991.)

Involvement by MITRE in these increasingly important and visible systems would be a logical companion to its work in secure system engineering.   Both secure systems and voting systems need assurance that policy, specification, and implementation are consistent.  Both have accountability requirements.  Both must be protected from unauthorized access.

There appear to be two distinct ways MITRE could be involved.

First, MITRE could function as an independent reference source for defining and evaluating voting systems.  In this role, MITRE could develop voting system policy documents as it developed the Bell/LaPadula security policy.  It could evaluate and revise the existing performance and test standards as it did when it developed the trusted computer security evaluation criteria.  It could develop and/or evaluate related algorithms
   It could be an independent test authority in the same way that it now supports the National Computer Security Center by staffing evaluation teams.

Second, MITRE could take a very proactive role by actually researching and patenting innovations in voting systems.  These might be in the area of voter identification and authentication, voter choice set capture, voting system tallying/reporting, or election validation.  It happens that Nixdorf Computer Corp had a relatively advanced set of DRE voting system products, now canceled.  The principal engineer is now self-employed and very active in this area.  There could be a unique opportunity for MITRE to do applied research in this area with this individual retained as a consultant.  This second way of involvement may be inherently incompatible with either MITRE’s role in general or the first way (since MITRE would retain as a subcontractor one of several competitors in the DRE voting system marketplace).  However, the possiblity provides an opportunity to re-evaluate MITRE’s future role and mission.

Date: FRIDAY, April 20, 2000 

Time: 10:30 a.m. - 12:00 noon 

Place: NE43-308 

Title: Internet Voting in Public Elections 

By: David Jefferson, Compaq Systems Research Center 

Abstract: 

In recent months interest has been growing in systems for online voting, online voter registration, and online petition signing. The Secretary of State of California

recently appointed a task force to study the issues, and its report is available at http://www.ss.ca.gov/executive/ivote. This talk will summarize the technical issues

addressed in that report: security, privacy, failure tolerance, and availability. 

One major security conclusion is that Internet voting systems must be divided into two fundamental classes: 

(a) those in which the election officials control the voting infrastructure on the client side, including the client hardware, software, and the LANs they are connected to; and 

(b) those in which the voter or a 3rd party controls the client environment, e.g. voting from PCs at home, office, university, hotel, etc. 

Systems of type (a) are technically managable today, and may appear in California as soon as November, 2000, at least on a trial basis. On the other hand systems of type (b), such as the one used in the Arizona Domocratic primary in March, are vulnerable to Trojan horse attacks for which there are today no good technical solutions that are both effective and convenient enough for voters. Such systems should not be fielded until there is progress on the fundamental problem of managing malicious code. 

David Jefferson's Bio: 

David Jefferson is a Senior Member of the Research Staff at Compaq Systems Research Center in Palo Alto, CA, where he has been doing research on the use of the

Internet in public elections for over five years. Recently he served as the chair of the technical committee for the California Secretary of State's Internet Voting Task

Force. 

He is also a Director, and former Chairman of the Board, of the California Voter Foundation, a nonprofit, nonpartisan organization dedicated to a more informed and

engaged California electorate, especially through use of the Internet. 

Prior to joining Compaq he was a professor of computer science for many years, first at the University of Southern California and then at UCLA, where he conducted

research in parallel computation and numerous other fields.

�For example, Benaloh’s algorithm, published as a PhD thesis, guarantees that while no voter can determine another’s vote, the government cannot fake an election outcome because any voter can look at published data and, if the government cheated, determine that fact. 





